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1 Introduction

Data from social processes often take the form of discrete observations (e.g., ties in a social network,
word tokens in an email) and these observations often contain sensitive information about the people
involved. As more aspects of social interaction are digitally recorded, the opportunities for social
scientific insights grow; however, so too does the risk of unacceptable privacy violations. As a result,
there is a growing need to develop privacy-preserving data analysis methods. Computational social
scientists will be more likely to adopt these methods if doing so entails minimal change to their
current methodology. Toward that end, under the framework of differential privacy [L1], we develop
a method for privatizing Bayesian inference for Poisson factorization [25}16}133}[14.16]], a broad class
of models for discrete data. This class contains some of the most widely used models in social science,
including topic models for text corpora [3, 4} 5], genetic population models [18]], stochastic block
models for social networks [2} 114} 32], and tensor factorization for dyadic data [28l, (8}, 23} 20} 22];
it further includes deep hierarchical models [19}134], dynamic models [[7, [1} 21]], and many others.
Our method is general and modular, allowing social scientists to build on (instead of replace) existing
derivations and implementations of non-private Poisson factorization. Furthermore, our method
satisfies a strong variant of differential privacy—i.e., local privacy—under which the sensitive data is
privatized (or noised) before inference. This ensures that no single centralized server need ever store
the non-privatized data—a condition that is non-negotiable in many real-world settings. Our method
is asymptotically guaranteed to draw samples from the posterior distribution over model parameters
conditioned on privatized observations. To derive this method, we rely on a previously unknown
relationship between the Skellam [24] and Bessel [30]] distributions, as well as a novel reinterpretation
of the two-sided geometric noise mechanism [13]; these new results may be of independent interest.

2 Background and problem formulation

Local differential privacy. Differential privacy [[11]] is a rigorous privacy criterion that guarantees
that no single observation in a data set will have a significant influence on the information obtained
by analyzing that data set. Here we focus on local differential privacy, which we refer to as local
privacy. In the local privacy setting, the observations remain private from even the data analysis
algorithm. The algorithm only sees privatized versions of the observations, constructed by adding
noise from specific distributions, including the Gaussian and Laplace distributions. The process of
adding noise is known as randomized response—a reference to survey-sampling methods originally
developed in the social sciences prior to the development of differential privacy [27]. Formally, we
say that a randomized response method R(+) is e-private if for all pairs of observations y and y’

P(R(y) €S)<eP(R(Y)€S) (1)

for all subsets S in the range of R(:). If a data analysis algorithm sees only the observations’
e-private responses, then we say that the analysis itself satisfies e-local differential privacy.

Private Bayesian inference. In Bayesian statistics, we begin with a probabilistic model M that
relates observable variables Y to latent variables Z via a joint distribution Pr4(Y, Z). The goal of in-
ference is then to compute the posterior distribution Pp¢(Z | Y) over the latent variables conditioned
on observed values of Y. The posterior is almost always analytically intractable and thus inference
involves approximating it. The two most common methods of approximate Bayesian inference are
variational inference, wherein we fit the parameters of an approximating distribution Q(Z |Y), and
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Markov chain Monte Carlo (MCMC), wherein we approximate the posterior with a finite set of sam-
ples {Z(9)}3_, generated via a Markov chain whose stationary distribution is the exact posterior. We
can conceptualize each of these methods as an algorithm A(Y") that returns an approximation to the
posterior distribution Py(Z |Y'); in general A(Y") does not satisfy differential privacy. However, if
A(Y) is an MCMC algorithm that returns a single sample from the posterior, it guarantees privacy [10]
26, [12]]. Adding noise to posterior samples can also guarantee privacy [31]], though this set of noised
samples {Z($)}5_ collectively approximate some distribution Py (Z | Y") that depends on e and is
different than the exact posterior (but close, in some sense, and equal when ¢ — 0). For specific mod-
els, we can also noise the transition kernel of the MCMC algorithm to construct a Markov chain whose
stationary distribution is again not the exact posterior, but something close that guarantees privacy [12].
An analogous approach can be taken to privatize variational inference, wherein noise is added to the
sufficient statistics computed in each iteration [[17]. All of these approaches assume the global privacy
setting; in contrast, we focus on the local privacy setting for a large class of models for discrete data.

Locally private Bayesian inference. We first formalize the general objective of Bayesian inference
under local privacy. Given a generative model M for non-privatized data Y and latent variables Z with
joint distribution Pp4 (Y, Z), we further assume a privatizing noise model £ that generates e-privatized

data sets: Y ~ Pg¢(Y | Y, €). The aim of Bayesian inference is then to form the following posterior:
Pate(Z17,0 =By, 50 [Pu(Z V)] = [ PM(ZI V) PeY [T 9@V @

This distribution correctly characterizes our uncertainty about the latent variables Z, conditioned on all
of our observations and assumptions—i.e., the privatized data Y, the model M, the privatizing noise
model £, and the privacy level e. The expansion in equation[2]shows that this posterior implicitly treats
the non-privatized data Y as a latent variable and marginalizes over it using the mixing distribution
Pe(Y'| Y, €) which is itself a posterior that characterizes our uncertainty about Y~ given Y, the noise
model £, and the privacy level e. The key observation here is that if we can generate samples from
Pe(Y| Y, €), we can use them to approximate the expectation in equation assuming that we already
have a method for approximating the non-private posterior Py(Z | V). In the context of MCMC, alter-
nating between sampling values of the non-privatized data from its complete conditional—i.e., Y(*) ~
Pue(Y | Z6~1 Y, €)—and sampling values of the latent variables—i.e., Z(*) ~ Pp((Z | Y (*))—
constitutes a Markov chain whose stationary distribution contains is Pu ¢ (Z,Y | Y, €). In scenarios
where we already have derivations and implementations for sampling from Pp((Z | Y'), we need only
be able to sample efficiently from Py (Y | Z, Y, €) in order to obtain a locally e-private Bayesian
inference algorithm; whether we can do this depends heavily on our assumptions about M and €.

We note that the objective of Bayesian inference under local privacy, as given in equation 2] is similar
to that given by Williams and McSherry [29]], who identify their key barrier to inference as being
unable to analytically form the marginal likelihood that links the privatized data to the latent variables:

Paie(V 12,6 = [ Pe(Y Yie) PulY | 2) . 3)

In the next section, we show that for a particular class of models for discrete data and a particular
discrete noise model, we can analytically form this marginal likelihood and derive an efficient MCMC
algorithm that is asymptotically guaranteed to generate samples from the posterior in equation 2]

3 Locally private Poisson factorization

We assume that Y is a count-valued data set. We further assume that each count in this data set is
an independent Poisson random variable y,, ~Pois(j,,) where the count’s latent rate parameter /i,
is a function of some globally shared model parameters. This class of models is known as Poisson
factorization and, as described in section [I] includes many widely used models in social science. For
the purpose of exposition, we will focus on the simple example of Poisson matrix factorization [25} 6],
wherein Y € Zf *V" is a count matrix and each element of this matrix Ydv 1S drawn as follows:

ftao = 04 Dy Yav ~ Pois(f1ay). 4)

In this scenario, the latent variables are the two factor matrices—i.e., Z = {©, ®}. It is standard
to assume independent gamma priors over the elements of both factor matrices; doing so facilitates



efficient Bayesian inference of these matrices via gamma—Poisson conjugacy (when conditioned
on Y'). As explained in the previous section, we would like to choose a privatizing noise model
£ that will enable us we to form the marginal likelihood Puq g (Jav | thd, €) and sample efficiently
from Ppq ¢ (Yawv | Ydv, tdw, €). The standard noise mechanisms in the differential privacy toolbox are
real-valued distributions (e.g., Gaussian and Laplace). Unfortunately, this means that they are poor
choices in this scenario because a mixture of discrete and real-valued distributions makes it difficult
to form Pay,& (Ydv | Jdvs Hdv, €) and Pag, g (Yaw | fav, €). We therefore take a different approach that
allows us to obtain analytic tractability and efficient inference while maintaining strong privacy
guarantees. Specifically, we reinterpret an existing, but less standard, privacy mechanism as involving
Skellam noise, and derive a general fact relating the Skellam, Bessel, and Poisson distributions.

Two-sided geometric noise. Ghosh et al. [13] showed that adding two-sided geometric noise
guarantees e-differential privacy. A two-sided geometric random variable 7 ~ 2Geo(¢) is a (positive
or negative) integer 7 € Z. The PMF for the two-sided geometric distribution is as follows:

— €

2Geo(T;€) = ! el ®)

1+e€

We choose our privatizing noise model £ to be a two-sided geometric distribution. Each non-privatized
count ¥4, is generated by our model M using equation |4]and then privatized as follows:

Tdw ~ 2Geo(¢), gjc(lf)

= Ydv + Tdv- (6)
We use the (+) notation to emphasize that gj((if) € 7 may be positive or negative. Although Ghosh
et al. [13] presented the two-sided geometric distribution as the “discretized version of the Laplace
distribution,” we present a novel reinterpretation of this mechanism that allows us to analytically

form the marginal likelihood Py ¢ (gj((if) | ftaw, €). We prove the following lemma in the appendix.
Lemma 1: A two-sided geometric random variable 7 ~ 2Geo(¢) can be generated as follows:

A~ Exp(1%), A2 ~Exp(:%=), 7 ~ Skellam(A(, o), (7
where the Skellam distribution [24] is defined as the marginal distribution over the difference
T := g1 — g2 of two independent Poisson random variables g; ~ Pois(A1) and g2 ~ Pois(\z).

(£)

Via equation we can express the generative process for g, in three equivalent ways, each of which
provides a unique and necessary insight into interpreting the two-sided geometric noise mechanism.

Process 1 Process 2 Process 3

— Advn ~ Exp(7%;) forn € {1,2}  Agon ~ Exp(1=;) forn € {1,2}
Tdv ~ 2Geo(€) 9dvn ~ Pois(Agyp) forn € {1,2} —

Ydv ~ Pois(f1qy) Yo ~ POIS(ay) —

gfii:) = Ydo + Tdv ﬂ((if) = Ydv + Jdv1 — Gdv2 Qfﬁ,c) ~ Skellam(Agy1 + fdv, Adv2)

Three ways to generate g}c(lf) . The first way is useful for showing that our MCMC algorithm guaran-

tees privacy, since two-sided geometric noise is an existing privacy mechanism. The second way repre-
sents the two-sided geometric noise in terms of a pair of Poisson random variables with exponentially
distributed rates; in so doing, it reveals the auxiliary variables that facilitate inference. The third way
marginalizes out all three Poisson random variables (including y4,,), so that gjc(lf) is directly drawn from
Skellam distribution, which also happens to be the desired marginal likelihood P & (Gay | fhdw, €)
under two-sided geometric noise. To derive the second and third ways, we use lemma 1, the definition
of the Skellam distribution, and the additive property of two or more Poisson random variables.

4 MCMC algorithm

In this section, we derive an efficient way to draw samples from Puq g (Ydo | Ydos thdv, €). As explained
in section 2] this is all we need to obtain a locally private MCMC algorithm for drawing samples of the
latent variables—i.e., the factor matrices—given the privatized data, provided that we already have a



method for drawing samples of the latent variables given the non-private data. To derive our MCMC
algorithm, we rely on a previously unknown relationship between three discrete distributions—the
Poisson, Skellam, and Bessel distributions. We prove the following lemma in the appendix.

Lemma 2: Consider two Poisson random variables y; ~ Pois(\1) and y2 ~ Pois(A2). Their minimum
m := min{yy, y2 } and their difference § := y; — y» are deterministic functions of y; and y,. Then, if
not conditioned on y; and y9, the random variables m and & can be marginally generated as follows:

§ ~ Skellam(A1, \2), m ~ Bessel (|5|, 2\/2/\1,\2) )

Yuan and Kalbfleisch [30] give details of the Bessel distribution, which can be sampled efficiently [9]E]

Thus, to generate two independent Poisson random variables, we can first generate their difference
0 and then their minimum m. Because § = y; — yo, if J is positive, then y, must be the minimum
y2 = m and thus y; = § — m. In practice, this means that if we only get to observe the difference of
two Poisson-distributed counts, we can “recover” the counts by drawing a Bessel random variable.

Gibbs sampling. The input to this algorithm is the privatized data set Y (¥). Assuming that g}c(lf) ~

Skellam(Agy1 + fhdw, Adv2), as described in the previous section, we can represent gjéf) explicitly as

the difference between two latent non-negative counts: gj((if) = gj((ij) — gave. We further define the min-

imum of these non-negative counts to be mq, = min{ﬂl(g), gdv2 }- Given randomly initialized factor
matrices, we can sample a value of m,, from its conditional posterior, which is a Bessel distribution:

(mav| —) ~ Bessel (|17£1f)\, 2/ (Adw1 +Mdv)>\dv2> : )

Using this value, we can then compute gflj) and gg4,2 (which are determined by m,, and gfif)):

G = man, ga =350 - 35 itgE <o (10)
Gdv2 = My, Qt(ij) = Gdv2 + 37((11[) otherwise. (11)

Because gj((it) is defined to be the sum of two independent Poisson random variables—i.e., gjg) =

Ydv + gdv1—We can then sample y4,, from its conditional posterior, which is a binomial distribution:
. + »
(vao | =) ~ Binom ({2, ;) (12

Equations E]throughconstitute a method for sampling a value of ygq, from Puy g (Yav | Gdvs fdv, €)-
Given this value, we can then draw samples of 6 and ¢, from their conditional posteriors, which
are the same as in non-private Poisson factorization. Finally, we can also sample Ag,1 and A gy2:

(Adon| =) ~T (1 + Gaons T + 1) forn € {1,2} (13)

Equation [I3] follows from gamma—Poisson conjugacy and the fact that the exponential prior over
Advn can be expressed as a gamma prior with shape parameter equal to one—i.e., Mgy, ~ (1, 1=).

Equations|913] along with the conditional posteriors for 645 and ¢y, define an MCMC algorithm
that is asymptotically guaranteed to generate samples from Py ¢ (O, P | Yy &), €) as desired.

5 Results and future directions

Preliminary experimental results (in the appendix) demonstrate the utility of our method—in
particular, its ability to construct an accurate posterior over the non-privatized data. To our knowledge,
our method is the only locally private Bayesian inference algorithm for Poisson factorization. We
note that our approach can be also used to derive a globally private Bayesian inference algorithm,
which would allow us to compare our method with existing work [17]]; however we leave this
contribution for the future. Finally, we can also use our approach to privatize variational inference.

"We have released our implementation of Bessel sampling. It is the only open-source version of which we
are aware: https://github.com/aschein/fatwalrus/blob/master/fatwalrus/bessel.pyx
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A Formal privacy guarantee

We present a slight generalization of the two-sided geometric noise mechanism [13] and show
that it can serve as a randomized response method for ensuring local privacy. We assume that each
observation is a count-valued vector of length V' whose /; norm is at most A. The two-sided geometric
noise mechanism takes an observation and adds independently generated two-sided geometric noise to
each element, as in equation @ We show that this mechanism is a randomized response method—i.e.,
for all pairs of observations y and y’, the distributions of their responses are almost identical.

Theorem 1: Fix any € > 0. For all pairs of observations y and ¢’ such that ||y||1, ||v'[|1 < A, then
P(R(y) € 8) <e®P(R(y') €5) (14)
for all subsets S C ZK, where R () is the two-sided geometric noise mechanism, parameterized by e.

In the context of Poisson matrix factorization, Y € Zf XV is a count matrix and each row of this

matrix y, € ZK is an observation. Here A is domain-specific—for example, if Y is a matrix of
document-word counts, then A might be the maximum document length. The MCMC algorithm
described in section [] only sees the privatized versions of the observations, constructed via the
two-sided geometric mechanism. Therefore, it satisfies Ae-local differential privacy, as desired.

B Proof of lemma 1

Lemma 1: A two-sided geometric random variable 7 ~ 2Geo(¢) can be generated as follows:
A~ Exp(1%;), A2 ~Exp(s%), 7 ~ Skellam(A(, o), (15)

where the Skellam distribution [24] is defined as the marginal distribution over the difference
T := g1 — g2 of two independent Poisson random variables g; ~ Pois(A1) and go ~ Pois(\y).

Proof: A two-sided geometric random variable 7 ~ 2Geo(¢) can be generated by taking the difference
of two independent and identically distributed geometric random variables as followsﬂ

g1 ~ Geom(l —€), ga~Geom(l—¢€), T:=g¢g1 —ga. (16)

The geometric distribution is a special case of the negative binomial distribution, with shape parameter
equal to one [15]]; the negative binomial distribution can be augmented as a mixture of Poisson
distributions with a gamma mixing distribution. We can therefore re-express equation[I6]as follows:

A1~ Gam(l,1%), A2 ~Gam(l—e¢), g1 ~Pois(A1), go~Pois(A2), 7:=g1—g2. (17)

Finally, a gamma distribution with shape equal to one is an exponential distribution, while the
difference of two independent Poisson random variables is marginally a Skellam random variable [24]].

C Proof of lemma 2
Lemma 2: Consider two Poisson random variables y; ~ Pois(\;) and y ~ Pois(A2). Their minimum

m := min{yy, y2 } and their difference § := y; — y» are deterministic functions of y; and y,. Then, if
not conditioned on y; and y9, the random variables m and & can be marginally generated as follows:

§ ~ Skellam(A1, \2), m ~ Bessel (|5|, 2\/2/\1,\2) (18)
Proof:

P(y1,y2) = Pois(y1; A1) Pois(y2; A2)
)\Z/l )\yz
— 1 7/\1 2 7)\2

y1! Yyo!
sUBW (y1—y2)/2
- 4( Adg) TV e~ (A+A2) A s ) (19)
y1! ya! A2

’See https://www.youtube . com/watch?v=V1EyqL1cqTE.


https://www.youtube.com/watch?v=V1EyqL1cqTE

If y; > yo, then

_ (M)yﬁ-yz (i) ﬁ (y1—y2) /2
P(y1,y2) € Iyl*yQ (2 )\1>\2)
Ly, —y, 2V A1 A2) 1 ! A2
= Bessel(y2; y1 — Y2,2v/ A1 A2) Skellam(y; — y2; A1, A2); (20)
otherwise
)\ Y1 ty2 A (y2—y1) /2
P(y1,y2) = W) e <2) Tyy—y, (2 M122)
Ly, —y 2V A1 A2) 1! ! A1

= Bessel(yl; Y2 — Y1, 2 )\1)\2) Skellam(y2 — Y1; )\2, )\1)

= Bessel(yl; 7(y1 — yg), 2 >\1A2) Skellam(y1 — Y23 )\1, )\2) (21)
If
m = min{yh 92}7 5 =Y — Y2, (22)
then
ypo=m, y1=m+6 ifd>0 (23)
y1=m, Yy =m—¢6 otherwise (24)
and 5>0 §<0
gu ou 1171 o
2 A Y B FE I @)
om B
)
Oy1  Oyn
Pn.d) = Pl | 82 4
om 05
= Bessel(m; |0], 24/ A1 A2) Skellam(J; A1, Az). (26)

D Preliminary experiments

We implemented our method for privatizing Bayesian inference for Poisson matrix factorization, as
described in sections [3|and 4} and ran preliminary experiments using synthetic data. We generated
synthetic data for € € {0.1,0.25,0.5, 0.0} according to the following generative process:

Oar ~T(0.25,4), o ~ T(0.25,4) 27)

fao = 04 By, Yau ~ Pois(jiay) (28)

Tdv ~ 2Geo(¢), gfﬁf) = Ydv + Tdv- (29)

Equation [28]is identical to equation[d], while equation [29]is identical to equation [6]

Given the privatized data Y, we ran our MCMC algorithm and then checked how well the posterior
samples of the non-privatized data Y matched the ground truth. For most elements of Y, we found
that the histogram of posterior samples was tightly concentrated around the true value for reasonable
privacy levels (i.e., e > 0.1). We show a representative sample for e = 0.5 in the left side of figure 1.

We also ran our MCMC algorithm conditioning on the true factor matrix ¢ in addition to Y to
alleviate the “label-switching” problem. This enabled us to directly compare posterior samples of
O to the ground truth. Because this procedure does not guarantee privacy, we used it only as a
diagnostic: if the algorithm is effective at sampling Y, then conditioning on ¢ should allow it to
closely recover the true ©. From the right side of figure 1, we can see that even for ¢ = 0.1, the
algorithm eventually recovers the ground truth, suggesting that it is indeed effective at sampling Y.
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Figure 1: Left: Histograms of posterior samples of Y for 25 randomly selected elements for € = 0.5.
In each plot, the red line indicates the true value of ¥4, which is known to us, but not the MCMC
algorithm. Right: Recovery of ©—i.e., the average KL divergence between posterior samples and
the ground truth—conditioned on the true ® for p € {0.1,0.25,0.5,0.9}, where p = 1 — €.
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